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Outline of Talk

I Introduction: Device-independent (DI) approach to quantum cryptography, b
commitment (BC), the GHZ paradox.

A DI quantum BC protocaol.

B 8
- +

e N ek P

R A N .“"t
e .';_a'r“vp"‘."’,.', e
K G TR

Comparlson with dewce deendent DD verS|on of | protocol

0 m@mmcmammm@

I~ Generalization of protocols to maximally nonlocal post-quantum the

I Summar

- Open questiotl



Device-Independent Approach to
Quantum Cryptography

I The power of quantum cryptography is that security is guaranteed by the lav

physics irrespectively of the capabilities of an adversary, i.e. his computatior
power, etc.

I Still, guantum protocols call for assumptions on the capabilities of honest
participants:

! Having secure labs, source of trusted randomness, and assumptlo

R

inne vﬁrkln?’of the physical set p. e.g. Hilbert space dimension «

quantum information carriers, €

| DI approachOs aim is to base security on a minimum # of assump
eliminating any assumptions on the inner work
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!~ Achieved by basing security on nonlocality and no-signaling (Barrett et .



I Reason no such assumptions are needed is because security is evaluated
observing nonlocal correlations between no-signaling devices. For example:

 In DI QKD high violation of CHSH inequality implies, via monogamy of
entanglement, that Eve has no information of (processed) key (Ac’'n et al
07).

TP Contrast with the entan '_glement ba sed verS|on of BB84 protocol where if sol
| dlspense's qudits instead of qubits, secu IS L utterly breacﬁ'e Ac’

06).! Need to kno mﬁ@ﬁm

|~ Scope of approach is so broad, it covers not only malfunctions but allows
physical setup to have been fabricated by an advi



I Approach is also useful for non-cryptographic applications, e.g. RNG (Colbe

06, Pironio et al. 10), self-testing devices (Mayers & Yao 04), and certificatio
genuine multi-partite entanglement (Bancal et al. 11).

| Latter work contains instructive example showing how tiltingtby  one
measurement axis of one device, i.ey ! cos"! y +sin "l , can result |
DD genuine tri-partite entanglement witness
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falsely classifying bi-separable states as genuinely tri-partite entahglNe:ec

for DI withesse



Device-Independent Distrustful
Cryptography

I Distrustful cryptography refers to cryptographic protocols where the participe
donOit trust each other.

! Example is CF where two parties wish to agree on the value of a bit but eacl
party doesnOt trust the other not to cheat, i.e. deviate from protocol.

I 1tisnOt a priori clear if such protocols admit a DI formulation, since in contra
DI QKD - where the parties trust each other and collaborate to (statlstlcally)
- certify amount of nonlocality present and resulting level of security -

ﬁﬁlﬂk}mm only trust themsel

I However, as weOll see, statistical estimation of amount of nonlocality
essential building block of DI approz

I — Specifically, weOll show that BC and CF admit a DI formulation with ch
probabilities reasonably close to optimal ones of the DD s



Bit-Commitment

' In BC Alice must commit a bit to Bob, such that she cannot change it ol
she committed, and Bob cannot learn it until she reveals it.

| BC incorporates two phases:
I Commit phase - where Alice commits to a bit by sending Bob a toke
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Using quantum resources, perfect BC is impossible (Mayers 96, Lo &
96), but imperfect protocols exist (Ambainis 01, Spekkens & Rudolf

Optimal quantum protocol: 0.739 cheating probability for both p
(Challloux & Kereniais 1:



The GHZ paradox

I GHZ paradox is another example of nonlocality of QM. Paradox is easily
explained as a three-player game:

| Before start of game Alice, Bob and Claire may communicate and share
resources, but afterwards they cannot.

I Game starts with player: receiving a binary input . Inputs must
b satlsfy A 52 2 EB 53 —.1_ | Wlth dlfferent comblnatlons equally probat #
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I Classically game cannot always be won. Easy to see by representing outp
correspondingtos; =0 s =1 by = (! )" x; = (! )" ,
respectively. Winning conditions then read
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I In fact, game can be won with probability 0.75 at



| The GHZ state|000 + |111! has property that itOs an eigenstate with
eigenvalues -1 and 1, respectively, of

I Strategy is then to meas ~_when rec
respectively: Game IS always We




The Assumptions Behind the Setup

I Each party has (OblackO) boxes with knobs to choose (classicalkinputs
registers for (classical) outputsi . Entering an input always results in an

output.
I Boxes canOt communicate with one another, implying thatr|f|s are ar
b “honest partyOs POVM elements correspondlng to mpu&ttlng ANtk e s
e O LIt D UL TGRS , theRp et st b pp s aaaias cunti. i ae i s

(A dishonest party can sel ~ and

I~ The parties have a trusted source of randor

I~ No Information leaks out of an honest partyC

- The parties are restricted by (



Device-Independent Bit-Commitmen
Protocol

I Alice has box 1 and Bob has boxes 2 and 3. The
boxes are supposed to satisfy GHZ paradox.

AliceOs lab

I Commit phase:

I Alice inputs into her box her commitmerst
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BobOs Security: Dishonest AliceOs
Strategy

| Since Bob sends Alice no information WNLOG we may assume she
sends c=0 as her token, and accordingly prepares BobOs boxes.

I 1tOs then straightforward to show that AliceOs cheating probability is given by
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- AliceOs strategy Is to prepare 50b0Os boxes In a maximally entangled 2-C
anad NIS devices sucn that that they maximailly violate the CRSH Inel



AliceOs Security: Dishonest BobOs
Strategy

I BobOs most general strategy is to entangle AliceOs box with an ancilla and
receiving ¢ (dependent on its value) measure a dichotomic operator on th
ancilla, whose outcome is his guess of the bit.

I BobOs maximum cheating probability obtains by maximizing
| 3
P (a, S1)P(l’1|51)P(g—sl|m—c—r1 (@asienids s Z

e - n andy Iabel BobOs |nut and outut and to obtaln the inequa

m'@m no-signaling cond

I ~ Bound can be obtained using classical str:

!~ BoDb programs AliceOs box such ~,andog eS
committed bit. Since Alice IS hon -~ 75% of



Device-Dependent Version of Protoce

I In the DD version of protocol:

(Honest) Alice prepares a 3-qubit GHZ state and sends Bob two of 1

! It turns out that the DD version doesnOt give rise to lower cf
probabilities than the DI versioh. DD optimal cheating strategies are

optimal In the DI ca:




Coin Flipping

| In CF remote Alice and Bob wish to agree on a bit, but they donOt trust
other.

I Like BC, classically, CF is impossible.

sl Usmg quantum resources story |s dlfferent (Aharonv et aI OO Amba|
~ Spekkens & Rudolph 01 o s




Device-Indpendent Coin Flipping
Protocol

' Standard way to construct CF using BC is to have Bob send Alice a rar
bit after commit phase. The outcome is the XOR of their bits.

I Cheating probabilities are identical to those of BC protocol.

I Imbalance in cheating probabilities can be used to construct another C
~ protocol with cheating probabilities evened out through repetition:
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Device-Independent Distrustful
Cryptography in Post-Quantum Theor!

I 1tOs interesting to inquire whether our protocols are secure in post-quantt
theories (i.e. no-signaling theories leading to a greater violation of CHSH

inequality then TsirelsonOs bound).

' In the BC protocol AIicer security Is based only on no-signaling but Bob
determined by TsirelsonOs boundProtocol is secure in all post-quantum

theories except maximally nonlocal ones.
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Post-Quantum Device-Independent B
Commitment & Coin Flipping

I GHZ paradox plays a crucial role in our protocol in that it determines Bob
for checking if Alice is a dishonest.

I Like in GHZ paradox, PR box also gives rise to psuedo-telepathic correla
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Security of Protocol

I Similarly to GHZ-based protocol, AliceOs maximum cheating probability is ni
obtained by maximizinggd=0 ):

Hence, Alice cheats with probability O

 Protocol I1s now balanced, since clearly BobOs cheating probability (and <
S uNchange




Summary

At least some protocols in the distrustful cryptography class admit DI
formulation.

~ | Above statement holds also in maximally nonlocal post-quantum theori
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Open Questions

I Is every protocol in the distrustful cryptography class which is amenabl
secure DD formulation also amenable to a DI formulation?

wilq

L

q

SREAG e DR S e LR RS St e e AT SU ) i ot e L e e s 2 kAt e A R NI A S ROt B L ek Nyt .
R A B L e T Pl L e SN | Do v -y g, i Pt % ot 5% QR a9 Sah ST o AR o s AIE s POk Ty o RN e B 1 AR P e At p P RN s W ANt - ST 4 S A . o0 il L4
B T W S et B U ity g B‘f 2 ¥ ﬁ‘:e,v ok £ L - Ll T T B R e S Bk KN S e S G LI PR Rt N B ST U i S8 R e R S S ¥ S 7 3
R AR AT 2 SN SRR Ry ¢ - X 3 £ [15 Pt sy s g s et A R S e R g S LR IO TR oy RRE AN L (5% SRS A -y NEIR. TR &
b o bk ARl . ad y Al b, g woe -

Do ihere exist quantum DI bL and L= Protocols secure also again
JUantuim adversalles, ds 15 U1E Case Wi DI YRALU (Viasalle



Thank you.

I

or more Intformation s

Siiman. Chailliou Anaron. Kerenidis. Pironlo. & MVa:

ArXIV:1101 S50




